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ABSTRACT: Nowadays everyone is using smart phone. There is need of various applications to be installed on smart 
phone. To download application smart phone user has to visit Apps store such as Google Play Store, Apples store etc. 
When user visit play store then he or she is able to see the various applications list. This list is built on the basis of 
promotion or advertisement. User doesn’t have knowledge about the application (i.e. which applications are useful or 
useless). So user looks at the list and downloads the applications mostly from front page of App Store. But sometimes it 
happens that the downloaded application won’t work or not useful. That means it is fraud in mobile application list. To 
avoid this fraud, we are making application in which we are going to list the applications. To list the application first 
we are going to find the active period of the application named as leading session. We are also investing the three types 
of evidences: Ranking based evidence, Rating based evidence and Review based evidence. Using these three evidences 
finally we are calculating aggregation of these evidences. We evaluate our application with real world data collected 
form play store for long time period. 
 
KEYWORDS: Mobile Apps, ranking fraud detection, evidence aggregation, historical ranking records, rating and 
review. 

I. INTRODUCTION 
 
The number of mobile Apps has grown at a breathtaking rate over the past few years. For example, as of the end of 

April 2013, there are more than 1.6 million Apps at Apple’s App store and Google Play. To stimulate the development 
of mobile Apps, many App stores launched daily App leader boards, which demonstrate the chart rankings of most 
popular Apps. Indeed, the App leader board is one of the most important ways for promoting mobile Apps. A higher 
rank on the leader board usually leads to a huge number of downloads and million dollars in revenue. Therefore, App 
developers tend to explore various ways such as advertising campaigns to promote their Apps in order to have their 
Apps ranked as high as possible in such App leader boards. However, as a recent trend, instead of relying on traditional 
marketing solutions, shady App developers resort to some fraudulent means to deliberately boost their Apps and 
eventually manipulate the chart rankings on an App store. This is usually implemented by using so-called “boot farms” 
or “human water armies” to inflate the App downloads ratings and reviews in a very short time. For example, an article 
from Venture Beat reported that, when an App was promoted with the help of ranking manipulation, it could be 
propelled from number 1,800 to the top 25 in Apple’s top free leader board and more than 50,000-100,000new users 
could be acquired within a couple of days. In fact, such ranking fraud raises great concerns to the mobile App industry. 
For example, Apple has warned of cracking down on App developers who commit ranking fraud in the Apple’s App 
store. 

 

II. LITERATURE SURVEY 
 

This paper aims to detect users generating spam reviewsor review spammers. We identify several 
characteristic behaviors of review spammers and model these behaviors soas to detect the spammers. In particular, we 
seek to modelthe following behaviors. First, spammers may target specificproducts or product groups in order to 
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maximize their impact. Second, they tend to deviate from the other reviewer  in their ratings of products. We 
propose scoring methodsto measure the degree of spam for each reviewer and applythem on an Amazon review dataset. 
We then select a sub-set of highly suspicious reviewers for further scrutiny by ouruser evaluators with the help of a web 
based spammer evaluation software specially developed for user evaluation experiments. Our results show that our 
proposed ranking andsupervised methods are effective in discovering spammersand outperform other baseline method 
based on helpfulnessvotes alone. We finally show that the detected spammershave more significant impact on ratings 
compared with theunhelpful reviewers. 

From this paper we have referred:- 
1. Concept of extracting of rating and ranking. 
2. Concept of extracting of review. [1] 

 
Advances in GPS tracking technology have enabled us to install GPS tracking devices in city taxis to collect a 

large amount of GPS traces under operational time constraints. These GPS traces provide unparalleled opportunities for 
us to uncover taxi driving fraud activities. In this paper, we develop a taxi driving fraud detection system, which is able 
to systematically investigate taxi driving fraud. In this system, we first provide functions to find two aspects of 
evidences: travel route evidence and driving distance evidence. Furthermore, a third function is designed to combine 
the two aspects of evidences based on dempster-Shafer theory. To implement the system, we first identify interesting 
sites from a large amount of taxi GPS logs. Then, we propose a parameter-free method to mine the travel route 
evidences. Also, we introduce route mark to represent a typical driving path from an interesting site to another one. 
Based on route mark, we exploit a generative statistical model to characterize the distribution of driving distance and 
identify the driving distance evidences. Finally, we evaluate the taxi driving fraud detection system with large scale 
real-world taxi GPS logs. In the experiments, we uncover some regularity of driving fraud activities and investigate the 
motivation of drivers to commit a driving fraud by analyzing the produced taxi fraud data. 
From this paper we have referred:- 
• Concept of fraud detection [2] 
 

Evaluative texts on the Web have become a valuable source of opinions on products, services, events, 
individuals, etc. Recently, many researchers have studied such opinion sources as product reviews, forum posts, and 
blogs. However, existing research has been focused on classification and summarization of opinions using natural 
language processing and data mining techniques. An important issue that has been neglected so far is opinion spam or 
trustworthiness of online opinions. In this paper, we study this issue in the context of product reviews, which are 
opinion rich and are widely used by consumers and product manufacturers. In the past two years, several startup 
companies also appeared which aggregate opinions from product reviews. It is thus high time to study spam in reviews. 
To the best of our knowledge, there is still no published study on this topic, although Web spam and email spam have 
been investigated extensively. We will see that opinion spam is quite different from Web spam and email spam, and 
thus requires different detection techniques. Based on the analysis of 5.8 million reviews and 2.14 million reviewers 
from amazon.com, we show that opinion spam in reviews is widespread. This paper analyzes such spam activities and 
presents some novel techniques to detect them. [3] 
 

Many applications in information retrieval, natural language processing, data mining, and related fields require 
a ranking of instances with respect to specified criteria as opposed to a classification. Furthermore, for many such 
problems, multiple established ranking models have been well studied and it is desirable to combine their results into a 
joint ranking, formalism denoted as rank aggregation. This work presents a novel unsupervised learning algorithm for 
rank aggregation (ULARA) which returns a linear combination of the individual ranking functions based on the 
principle of rewarding ordering agreement between the rankers. In addition to presenting ULARA, we demonstrate its 
effectiveness on a data fusion task across ad hoc retrieval systems. [4] 
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III. PROPOSED  SYSTEM 
 

First, the download information is an important signature for detecting ranking fraud, since ranking 
manipulation is to use so-called “bot farms” or “human water armies” to inflate the App downloads and ratings in a 
very short time. However, the instant download information of each mobile App is often not available for analysis. In 
fact, Apple and Google do not provide accurate download information on any App. Furthermore, the App developers 
themselves are also reluctant to release their download information for various reasons. Therefore, in this paper, we 
mainly focus on extracting evidences from Apps’ historical ranking, rating and review records for ranking fraud 
detection. However, our approach is scalable for integrating other evidences if available, such as the evidences based 
on the download information and App developers’ reputation. Second, the proposed approach can detect ranking fraud 
happened in Apps’ historical leading sessions. However, sometime, we need to detect such ranking fraud from Apps’ 
current ranking observations. Actually, given the current ranking ra now of an App a, we can detect ranking fraud for it 
in two different cases. First, if ra now > K_, where K_ is the ranking threshold introduced in Definition 1, we believe a 
does not involve in ranking fraud, since it is not in a leading event. Second, if ra now < K_, which means a is in a new 
leading event e, we treat this case as a special case that Te end ¼ te now and u2 ¼ 0. Therefore, such real-time ranking 
frauds also can be detected by the proposed approach.  

IV. SYSTEM ARCHITECTURE 
 

 
Figure 1: System Architecture 

 

V. EVENTS  
 

Leading events 
 
Definition 1 (Leading Event). Given a ranking threshold K e¼½testart;teend_ and corresponding rankings of a, 
which satisfies Ra start _ K _ a start_1 <r , and r a end _ K _ <r a endþ1 . Moreover, 8t k 2ðt e start; t e end Þ, we 
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have r a k .  Note that we apply a ranking threshold K _ K _ _ which is usually smaller than K here because K may 
be very big (e.g., more than 1,000), and the ranking records beyond K _ (e.g., 300) are not very useful for detecting 
the ranking manipulations. Furthermore, we also find that some Apps have several adjacent leading events which 
are close to each other and form a leading session.  
 

Leading Sessions 
 
A leading session s of App a contains a time range T s ¼½t s start ;t s end _ and n adjacent leading events fe 1 ; 
...;e n g, which satisfies t and there is no other leading session s s start _ ¼ t e 1 start  , t that makes T _ . 
Meanwhile, 8i ½1; nÞ, we have ðt e iþ1 start _ t e I end s end s I ¼ t _ _ T Þ < f, where f is a predefined time 
threshold for merging leading events. Intuitively, the leading sessions of a mobile App represent its periods of 
popularity, so the ranking manipulation will only take place in these leading sessions. Therefore, the problem of 
detecting ranking fraud is to detect fraudulent leading sessions. Along this line, the first task is how to mine the 
leading sessions of a mobile App from its historical ranking records. 
 
 

Identifying the Leading Sessions for Mobile APPs 
 
There are two main steps for mining leading sessions. First, we need to discover leading events from the App’s 
historical ranking records. Second, we need to merge adjacent leading events for constructing leading sessions. 
Specifically Algorithm demonstrates the pseudo code of mining leading sessions for a given App InAlgorithm, we 
denote each leading event e and session s as tuples <t e start;t e end > and <t s start > respectively, where E is the 
set of leading events in session s. Specifically, we first extract individual leading event e for the given App a (i.e., 
Step 2 to 7) from the beginning time. For each extracted individual leading event e,we check the time span 
between e and the current leading session s to decide whether they belong to the same leading session based on 
Definition 2. Particularly, if ðt s e start; t _ t Þ < f, will be considered as a new leading session (i.e., Step 8 to 16). 
Thus, this algorithm can identify leading events and sessions by scanning a’s historical ranking records only once.  

 

VI. CONCLUSION 
 

We developed a ranking fraud detection system for mobile Apps. Specifically, we first showed that ranking 
fraud happened in leading sessions and provided a method for mining leading sessions for each App from its historical 
ranking records. Then, we identified ranking based evidences, rating based evidences and review based evidences for 
detecting ranking fraud. Moreover, we proposed an optimization based aggregation method to integrate all the 
evidences for evaluating the credibility of leading sessions from mobile Apps. An unique perspective of this approach 
is that all the evidences can be modeled by statistical hypothesis tests, thus it is easy to be extended with other 
evidences from domain knowledge to detect ranking fraud. Finally, we validate the proposed system with extensive 
experiments on real-world App data collected from the Androids App store. 
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